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Abstract

Cloud data services require privacy mechanisms
that remain effective when datasets and
computations are distributed across many workers.
This paper proposes MapL-Opt, a MapReduce-
enabled framework that combines L-diversity-
based privacy-preserving data publishing with
bounded stochastic gradient descent (SGD) for
downstream  cloud-data  optimization.  The
framework separates privacy responsibilities into
two layers. The publishing layer constructs
generalized quasi-identifier equivalence classes,
verifies distinct or entropy L-diversity, and repairs
invalid classes through a cost-aware generalization
policy. The optimization layer consumes the
transformed data and performs regularized mini-
batch SGD with optional gradient clipping and
calibrated noise. The design treats MapReduce as a
scalability mechanism rather than a privacy
guarantee. It therefore protects intermediate files,
limits worker capabilities, and reports the
distinction between syntactic L-diversity and
algorithmic privacy. The proposed evaluation
compares original data, k-anonymous data, L-
diverse data, non-private SGD, and private SGD
across privacy risk, information loss, classification
utility, convergence, runtime, shuffle volume, and
scalability. The expected contribution is a
reproducible cross-layer benchmark that reveals
the trade-off between stronger equivalence-class
diversity, distributed execution cost, and learning
utility.

Keywords: MapReduce, L-diversity, cloud
privacy, privacy-preserving data publishing,
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1. Introduction

Cloud computing provides elastic storage and
distributed processing for large datasets. It also
transfers part of the data owner’s control to a
service provider and exposes information to
additional administrative, network, storage, and
execution layers. NIST identifies loss of control,
multi-tenancy, remote  administration, and
concentration of valuable data as major public-
cloud security and privacy concerns 1. A cloud
analytics pipeline should therefore reduce
disclosure risk before release and constrain the
information ~ emitted  during  computation.
Removing direct identifiers is not sufficient.
Quasi-identifiers can be linked with external
records to re-identify individuals. k-Anonymity
limits record distinguishability, but it can leave all
records in an equivalence class with the same
sensitive value. L-diversity was introduced to
address homogeneity and background-knowledge
attacks 2. Its main idea is to require a minimum
level of diversity among sensitive values in each
generalized equivalence class.

Large-scale privacy transformation creates a
second problem. The class construction, diversity
verification, entropy calculation, and utility
measurement may require repeated grouping and
aggregation. MapReduce automatically parallelizes
map and reduce functions, manages data
partitioning, schedules tasks, and tolerates machine
failures 3. It is therefore appropriate for scalable
implementation, but it does not independently
guarantee privacy. Airavat demonstrates that a
secure MapReduce system must combine
computation confinement with output policies and
formal privacy reasoning 4.
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The transformed data may subsequently support
classification, prediction, or resource optimization.
SGD is suitable for large datasets because it
processes records incrementally. Private SGD
variants bound gradient influence and add noise.
Prior empirical work reports that private single-
record SGD can exhibit high variance, while
moderate mini-batches can improve performance
5.

This paper proposes MapL-Opt to integrate these
ideas. The research questions are:

* RQ1: Can MapReduce reduce the wall-
clock cost of L-diversity construction as
data volume increases?

* RQ2: How does the choice of L-diversity
variant affect information loss and
downstream model utility?

* RQ3: How do mini-batch size, learning
rate, and update noise affect optimization
convergence on L-diverse data?

* RQ4: What privacy, utility, and scalability
trade-offs arise when table release
protection and private optimization are
evaluated together?

2. Contributions

The paper makes four intended contributions. First,
it defines a layered architecture that separates
equivalence-class privacy from model-update
privacy. Second, it gives a MapReduce workflow
for candidate grouping, diversity verification,
repair, and release. Third, it specifies a bounded
mini-batch SGD procedure that can operate in non-
private and private modes. Fourth, it provides an
evaluation protocol that avoids conflating L-
diversity with differential privacy and requires
reproducible reporting of runtime, privacy risk,
utility, and convergence.

3. System Model and Threat Model

3.1 Data model
Let the input table be (D). Each record contains a
quasi-identifier vector (q), a sensitive attribute (s),

and a feature/label representation ((x,y)) for
downstream learning. A generalization function (g)
maps quasi-identifiers to generalized values. The
generalized key is (k=g(q)). The set of records
sharing k is an equivalence class (E_K).

The framework supports two L-diversity tests.
Distinct L-diversity requires

[ {s_i:(g_1,s_i)\in E_k}\geq I. ]
Entropy L-diversity requires

[ H(E_K)=-\sum_{Win V_k}p vMlog p_Vv\geq
\log(1), ]

where (V_K) is the set of sensitive values in the
class and (p_v) is the empirical frequency of value
v. The experiment should specify the logarithm
base and use the same convention for all datasets.

3.2 Adversaries

The framework considers four adversary classes.
An external linker possesses auxiliary information
about quasi-identifiers. A curious cloud operator
can inspect stored files or job metadata. A
malicious mapper attempts to encode sensitive
information in intermediate output. A model
observer attempts to infer membership or sensitive
properties from released model parameters. The
framework does not claim to defeat all side
channels, malicious infrastructure, or arbitrary
auxiliary knowledge.

3.3 Trust boundaries

The data owner defines the quasi-identifiers,
sensitive attributes, generalization hierarchy, L-
diversity threshold, suppression policy, and
optimization privacy parameters. The MapReduce
scheduler and storage layer are operationally
necessary but should be treated as security-relevant
components. Intermediate data must be access-
controlled and encrypted. Temporary files should
be deleted after verification. If a production system
cannot enforce these controls, its claim should be
limited to privacy transformation of the final
output.
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4. Proposed MapL-Opt Architecture

MapL-Opt has five logical layers.

Layer Function Main output
Ingestion Validate schema, remove direct identifiers, normalize types Canonical records
MapRed_uce_ Generalize keys, aggregate sensitive-value statistics, repair invalid L -diverse table
anonymization classes

Privacy-aware preparation | Normalize features, cap per-record contribution, create batches

Bounded training examples

SGD optimization

Train non-private or private model

Model  parameters  and
metrics

Audit and evaluation

Compute privacy, utility, convergence, and scalability measures

Reproducibility report

The architecture follows a separation-of-concerns
principle. L-diversity applies to a table release.
Update clipping and noise apply to an optimization
procedure. A paper must identify which layer
supports each privacy statement.

5. MapReduce Algorithm

5.1 Input and hierarchy

The input includes a table (D), a quasi-identifier
set Q, a sensitive attribute S, a generalization
hierarchy for each attribute in Q, a threshold I, and
a repair objective. The repair objective can
minimize weighted information loss subject to
every released class satisfying the selected
diversity condition.

5.2 Pseudocode

Algorithm 1: MapL-Opt L-diversity transformation

Input: D, Q, S, generalization hierarchy G, threshold I,
mode M
Output: transformed table T

1. Remove direct identifiers from D.

2. For each record r in D:

3. k<-generalized_key(r, Q, G)

4. emit(k, sensitive_value(r), feature_payload(r))
5. For each reducer key k:

TJSMER20260703
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if M = distinct and number_of_distinct_values >=I;
mark E_k valid

else if M = entropy and H(E_Kk) >= log(l):

10. mark E_k valid

© © N

11. else:

12. propose the lowest-cost admissible repair from
G

13. emit repair candidate with privacy and utility
cost

14. Select repairs using deterministic tie-breaking.

15. Repartition records using selected generalized keys.
16. Recheck every equivalence class.

17. Suppress unresolved invalid classes.

18. Emit T and an audit record containing class counts,
repairs, and suppression rate.

5.3 Repair cost
For a class-level repair r, define

[ C(r)=\alpha I(r)+\beta S(r)+\gamma R(r), ]

where (I(r)) is normalized information loss, (S(r))
is suppression cost, and (R(r)) is the estimated
computational or repartitioning cost. The
parameters (\alpha), (\beta), and (\gamma) must be
declared before experiments. The deterministic tie-
breaking rule should prefer lower information loss,
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then lower suppression, then lower computation
cost.

5.4 Complexity and scalability

Let N be the number of records, P the number of
reducers, and U the number of distinct generalized
keys. The map stage is approximately linear in N,
excluding input parsing and serialization. The
reduce stage depends on the distribution of keys
and the number of sensitive values per class. In a
balanced case, the computational work is
approximately distributed across P reducers. In a
skewed case, the largest equivalence class or
generalized key may dominate runtime.
Experiments must therefore report key-frequency
skew and the maximum reducer load rather than
only the average load.

6. SGD-Based Optimization

6.1 Objective
For a model parameter vector w, MapL-Opt
minimizes the regularized empirical objective

[
F(w)=\frac{1}{NHsum_{i=1}{NRell(w;x_i,y_i)
+\frac{\lambda}{2}|w|_2"2. ]

The default downstream task is binary logistic
regression because it provides a transparent convex
objective. The design can later be extended to
multiclass classification or regression.

6.2 Non-private and private updates
For mini-batch (B_t) of size b, the non-private
update is

[w {t+1}=w t-
\eta_t\left(\lambdaw_t+\frac{1}{b}\sum_{i\inB_t}
\nabla\ell(w_t;x_i,y_i)\right). ]

For private mode, compute per-example gradients,
clip them to norm C, average them, and add noise:

[\tildeg_t=
\frac{1}{b}\sum_{i\inB_tHoperatorname{clip}(\n
abla\ell_i,C)+\mathcal{N}(0,\sigma”2 C*2 1), ]

[w_{t+1}=w_t-\eta_t(\lambda w_t+\tilde g_t). ]

The exact privacy guarantee depends on sampling,
clipping, noise distribution, number of steps, and
accounting method. The implementation must use
a documented accountant and report the resulting
privacy budget. L-diversity alone must not be
counted as an ((\varepsilon,\delta))-differential-
privacy guarantee.

6.3 Training controls

The primary hyperparameters are batch size b,
learning rate schedule (\eta t=\eta OAsqrt{t+1}),
regularization (\lambda), clipping norm C, noise
multiplier (\sigma), number of epochs, and random
seed. The training protocol should use the same
train/test split for all privacy configurations.
Hyperparameter selection must use a validation set
that is not used to report the final test metric.

7. Experimental Methodology

7.1 Datasets

The primary experiment should use at least one
tabular dataset with quasi-identifiers, a sensitive
attribute, and a supervised label. Suitable public
candidates include the Adult income dataset, KDD
Cup 1999, and a de-identified healthcare or census
dataset whose license permits research. The final
implementation must document the selected
dataset, preprocessing, missing-value handling,
label construction, and ethical limitations.

Dataset role Required properties

Example

Privacy-publishing

benchmark frequency

QID fields, sensitive field, sufficient class

Census/Adult-like table

Scale benchmark

Ability to generate controlled larger inputs

Repeated or synthetic expansion with
disclosure
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Dataset role Required properties

Example

Optimization benchmark

Numeric features and target label

Adult income or KDD Cup 1999

Synthetic expansion must not be described as independent real-world evidence. If rows are replicated, the
paper should state that the experiment tests system scaling rather than population validity.

7.2 Baselines

The evaluation should include the following baselines:

Baseline

Purpose

Original data + non-private SGD

Upper utility reference without transformation

k-anonymity + non-private SGD

Effect of basic anonymization

L-diversity + non-private SGD

Effect of sensitive-value diversity

Original data + private SGD

Effect of update-level privacy

L-diversity + private SGD

Full proposed pipeline

Single-node L-diversity

Distributed speedup reference

7.3 Metrics

Privacy metrics should include the fraction of valid
classes, minimum distinct sensitive values,
minimum  entropy,  equivalence-class  size
distribution, sample-based inference accuracy, and
re-identification risk under a defined auxiliary-
information attack. For private SGD, report the
accountant’s ((\varepsilon,\delta)), clipping norm,
noise multiplier, sampling rate, and number of
steps. Utility metrics should include normalized
certainty penalty or another explicitly defined
information-loss  measure,  suppression rate,
attribute-disclosure risk, test accuracy, macro-F1,
area under the ROC curve, and calibration error
where relevant. Scalability metrics should include
wall-clock time, throughput, speedup, scaleup,
shuffle bytes, peak memory, number of
MapReduce rounds, reducer imbalance, and failure

recovery time. Optimization metrics should

include  objective value, gradient norm,
convergence iterations, and variance over
independent seeds.

7.4 Experimental factors

The minimum factor matrix should vary
(Nin{2,3,5}), distinct versus entropy L-diversity,
dataset size, reducer count, batch size
(b\in{1,10,32,64}), and private versus non-private
SGD. For private SGD, vary at least three noise
multipliers or privacy budgets. Each configuration
should be repeated at least five times with
independent seeds. Results should be reported with
mean and 95% confidence intervals or standard
deviations.
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8. Results Reporting Template

This section must be completed after execution. The following table defines the minimum report and prevents

unsupported claims.

Experiment Metric Mean | Variability | Interpretation

L-diversity verification | Minimum class diversity TBD TBD Whether the constraint is satisfied
Anonymization Information loss TBD TBD Utility cost of transformation
Scaling Runtime at each N TBD TBD Growth with data volume

Scaling Speedup at each P TBD TBD Distributed benefit

Model utility Test accuracy/F1/AUC TBD TBD Predictive effect

Optimization Objective after T steps TBD TBD Convergence quality

Private optimization Reported privacy budget TBD TBD Update-level guarantee

Attack evaluation Inference or re-identification success TBD TBD Empirical disclosure risk

The final paper should answer each research
question using a separate paragraph. A result
should be called an improvement only when the
confidence intervals, effect size, or predeclared
decision rule supports that interpretation. A faster
runtime should not be interpreted as stronger
privacy. A lower attack success rate should not be
interpreted as differential privacy unless a formal
guarantee has been established.

9. Expected Findings  and

Falsification Criteria

The design expects MapReduce to reduce wall-
clock time for sufficiently large datasets, but the
speedup may be limited by shuffle volume, skew,
and small-input scheduling overhead. It expects
larger | to reduce sensitive-value homogeneity but
increase generalization or suppression. It expects
private SGD to reduce model utility or increase
convergence variability at fixed data size, with
mini-batching partially mitigating variance. These
are hypotheses, not results. The proposed claims
should be considered falsified or weakened if any
of the following occurs: MapReduce is slower than
the single-node implementation across the

intended scale range; L-diversity does not reduce
the defined inference attack; the repair policy
causes unacceptable utility loss; private SGD fails
to converge under the declared parameter range; or
the full pipeline has no measurable benefit relative
to simpler baselines.

10. Threats to Validity

L-diversity depends on the selected quasi-
identifiers, sensitive attribute, hierarchy, and
adversary knowledge. A weakly chosen quasi-
identifier set can make the privacy evaluation
misleading. Synthetic scaling does not establish
real-world performance. A single model and
dataset cannot support universal claims about
cloud learning. Runtime results depend on
hardware,  serialization,  storage,  network,
scheduler, and implementation language. Privacy
accounting can be invalid if clipping, sampling, or
repeated training is not modeled correctly. Finally,
empirical attack resistance is not a formal privacy
proof.
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11. Conclusion

This paper proposed MapL-Opt, a layered
approach that uses MapReduce for scalable L-
diversity transformation and bounded mini-batch
SGD for downstream  optimization. The
architecture distinguishes table-release privacy
from model-update privacy and treats MapReduce
as an execution framework rather than a privacy
guarantee. The contribution is strongest when
implemented with reproducible baselines, fixed
experimental factors, declared privacy accounting,
and complete reporting of privacy, utility,
convergence, and scalability. The manuscript is
ready for implementation and empirical
completion, but its numerical results and final
performance claims must be added only after the
experiments are executed.
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