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ABSTRACT

In this work, we develop a simulation-based
platform for assessing social media policy. We
contend that before social media policies can be
effectively implemented, they must first be tried and
improved. We suggest using agent-based modeling
(ABM) to model social media agents that are
malevolent as well as those that are legal, along with
the main behaviors associated with each. The
following are our two primary research questions. 1.
In order to address social media regulation, how can
we construct an agent-based model of a social media
platform? 2. How can the efficacy of social media
policy be evaluated using an agent-based simulation
approach? A draft agent-based model has been
constructed (in Python) with two bot kinds ('simple’
and ‘broadcaster’) and five human user types
(‘amplifier,’ commentator, influential user, and
watcher").

Keywords: Twitter, Malicious Accounts, Agent-
Based Modeling, Social Media Policy

INTRODUCTION

Over the past few years, the issue of malicious
content on social media platforms has grown in
importance. Malicious activity on social media can
be utilized to spread radical misinformation and
carry out media manipulation efforts (Bradshaw and
Howard, 2018; Ferrara, 2017). Social media
manipulation has already been used to spread "fake
news," incite hate speech and abuse, and affect the
results of presidential elections (Ferrara, 2017,
Howard et al., 2017). (Wolley and Howard, 2016).
Social media companies have been putting a lot of
effort into lowering the quantity of fraudulent
accounts and lessening the negative effects of their
activity. In contrast to Facebook and Instagram,
Twitter, for instance, enhanced its Automation Rules
Policy in 2017 to guarantee that automated tweets
are removed (Twitter, 2017).

However, it seems that social media firms have not
been able to remove bad actors from their networks.

Because of this, nefarious activities including
influencing elections, spreading false information,
and violating the privacy of social media users
accounts continue to occur (Yar, 2018). Malicious
social media campaigns have the potential to
damage both individual citizens and government
institutions by focusing on both local and
international audiences (Bradshaw and Howard,
2017). As a result, since 2016, at least 43
governments have implemented laws addressing
abuse on social media (Bradshaw et al., 2018). In
severe situations, some countries temporarily
blocked social media sites in their countries (Bogost,
2019). due to a lack of effective measures to avoid
public unrest that was fuelled in part by the spread
of false information about terrorist attacks or ethnic
violence.

Social media regulations are expected to be
implemented soon, despite concerns from some that
they would stifle critical discourse, restrict free
expression, or silence dissident viewpoints (Arnold,
2018, Bradshaw et al.,, 2018). (Leetaru, 2019,
Schwartz, 2019). According to Hrdinova et al.
(2010), social media rules can assist guarantee that
social media technologies are used responsibly and
reduce the hazards associated with using social
media platforms. Grinberg et al. (2019), for instance,
recommend that social media companies actively
look for strategies to deter users from posting or
following false information on their platforms.
Social media companies must implement controls to
do that in order to stop undesirable content from
overflowing the network (Grinberg et al., 2019,
Roberts, 2018).

The purpose of this study is to provide a platform for
using simulation to assess social media regulations.
We think that before new social media regulations
can be successfully implemented in a real-world
social network scenario, they should first be
evaluated and improved upon based on our
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observations of previous social media outlets'
fruitless attempts to rein in malevolent individuals.
Furthermore, before implementing such regulations
in real-world contexts, a deeper understanding of
their repercussions is necessary. We suggest using
agent-based modeling (ABM) to model important
behaviors and malevolent and genuine social media
agents. Define a network of Twitter actors,
comprising both human and bot-owned accounts.

The following are our two primary research
questions.

1. In order to address social media regulation, how
can we construct an agent-based model of a social
media platform?

2. How can the efficacy of social media policy be
evaluated using an agent-based simulation
approach? In this study, we demonstrate how agent-
based models of a network similar to Twitter might
broaden the scope of existing studies on Twitter and
support investigations into the management of
harmful accounts in broader social media contexts.
The results gathered from our recent descriptive
analysis and literature review served as the
foundation for the model's creation. The ultimate
objective of building an agent-based social media
environment model is to use simulation to evaluate
the effects of laws intended to stop malevolent
activity on social media platforms.

The format of this document is as follows. Firstly,
we examine previous studies that examined
phenomena on the Twitter network using agent-
based modeling. After that, we concentrate on
reviewing earlier research that categorized the
different kinds of Twitter accounts and their usage
patterns. Third, we offer an agent-based model with
underlying presumptions specifically designed for
policy assessment. Lastly, we talk about preliminary
findings and outline the research'’s upcoming phases.

LITERATUREREVIEW

Agent-Based Models of Twitter Network

The purpose of creating agent-based models is
frequently to run granular or "bottom-up”
simulations, where behaviors across the entire
system emerge as a result of the process. These
models feature agents with distinct attributes, and

their actions are modelled according to pre-
established guidelines and presumptions. The
interactions between the agents produce macro-level
patterns as an output (Groff, 2007). ABM appears to
be the most appropriate method for Twitter
simulations in particular, as Twitter is a complex
system characterized by the interaction of numerous
heterogeneous  actors. When investigating
phenomena that are challenging to explain with
differential equation-based models, agent-based
models have shown to be especially helpful
(Rahmandad & Sterman, 2008).

Regarding Twitter, ABM is probably going to be
helpful in examining "what-if* concerns that
simulate future events as opposed to simulating the
past. Rahmandad & Sterman (2008) contend that by
adding or removing nodes or links between network
agents, agent-based modeling can assist test out
network interactions and mimic targeted attacks or
random failures. Numerous facets of social media
networks are examined in the wide range of prior
research on social media that makes use of agent-
based modeling. The literature on agent-based
simulations of social media networks is summarized
in Table 1.
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\Reference

HFocus

HKey Contributions

||Methodo|ogy

Sobkowicz et al.
(2013)

Information diffusion in
social networks

Modeled the spread of information
and the formation of opinions in
social networks

Agent-based modeling,
network analysis

Nguyen et al.
(2019)

Misinformation spread
and control

Investigated the impact of various
control strategies on misinformation
spread

Agent-based modeling,
simulation experiments

Cioffi-Revilla et

Influence dynamics in

Explored how influence spreads and
evolves in social media

Agent-based modeling,

al. (2011) social media L s S o complex systems analysis

Garcia et al. Emotional contagion on ||Studied the spread of emotions Agent-based modeling,

(2014) social media through social media interactions emotion dynamics

Bessi et al. Online echo chambers ||/ \alyzed the formation of echo Agent-based modeling,
S chambers and polarization in social )

(2016) and polarization media network analysis

Kimuraetal. |Viral marketing strategies|[Explored the effectiveness of Agent-based modeling,

(2015) on social networks different viral marketing strategies |simulation experiments

Santos et al. Impact of social bots on ||Investigated the role of social bots in

(2020) political discussions shaping political discourse

Table 1. Selected literature on agent-based simulations of social media networks:

For instance, agent-based simulation was utilized by
Sathanur et al. (2015) and Liu & Chen (2011) to
study the spread of rumors on social media
platforms. While Tang et al. (2014) explored social
media policies for boosting information propagation
on social media using an agent-based model, Yang
et al. (2014) and Gatti et al. (2013) applied ABM to
understand how information gets spread on social
media. Agent-based simulation was utilized by Van
Maanen and van der Vecht (2013) to study online
social influence. Plikynas et al. (2015) employed
agent-based modeling (ABM) to mimic the
regulation of excitement on social media, whereas
Fan et al. (2018) suggested an agent-based model to

imitate emotion dispersion patterns. Graham (2010)
used ABM to look into how Twitter communities
self-organize.defined three categories of bots:
generator, long-lived, and short-lived, and
peripheral, core, and their subtypes. Varol et al.
(2014) distinguished between information
consumers and influential users. Information
consumers typically retweet other people's tweets,
but influential users' tweets are typically well-liked
and get a lot of retweets. Tinati et al. (2012)
classified Twitter users into the following groups
based on the traits of five behavioral categories: idea
generators, amplifiers, curators, commentators, and
observers.

Reference IFocus |Key Contributions [Methodology

Benevenuto et al.|User classification on|Proposed methods for identifying||Machinelearning,

(2010) Twitter spammers and legitimate users behavioral analysis

Alzahrani et al.|Detection of bot/|Developed a model for distinguishing||Supervised learning,

(2017) accounts between human users and bots feature extraction

Varol et al. (2017) Bot_ detection  on Cr_eated a_tool to _|§jent_|fy socw_ll bots||Machine _ learning,
Twitter using multiple classification techniques |[network analysis

Chu et al. (2012) Ide'nt'lfylng bot Propo_sed a framework for detecting bot Ma_cr_nne learning,
activity behaviors activity patterns
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IReference IFocus

||Key Contributions

[Methodology |

Lee et al. (2011) detection

Fake account||Developed a system for detecting fake||Machine
accounts using social network properties ||network features

learning,

(2019) news spreaders

Mazza et al.Characterizing  fake||Analyzed characteristics of accounts||Machine
spreading fake news

learning, text
analysis

Cresci et  al.||Analysis of

social||Investigated coordinated groups of bots||Machine

learning,

(2015) botnets and their behaviors behavioral patterns
Dickerson et al.|Spam account|lUsed linguistic features and temporal||Machine learning, feature
(2014) detection patterns to identify spam accounts analysis

Subrahmanian et||Detection of malicious
al. (2016) accounts

Developed a comprehensive framework
for identifying
malicious users

Machine learning, multi-

various .
feature analysis

types of

. Bot characterization||Explored the behaviors and network|Machine learning,
Gilani et al. (2017) 3 g .
on Twitter properties of bots network analysis
According to Cha et al. (2012), there are three types (4)Broadcasters run by media outlets like

of Twitter users:

(1)"Mass media" accounts that follow a lot of
accounts but have a small number of followers;
(2)"Grass roots" accounts that are made up of regular
users; and

(3)"Evangelist™ accounts that are made up of opinion
leaders, celebrities, or politicians. In addition to
classifying human and bot accounts, Chu et al.
(2012) also described cyborg accounts, also known
as human-assisted bots or bot-assisted humans,
which are hybrid accounts of both human and bot
characteristics. According to Stringhini et al. (2010),
there are two types of bots. Spam tweets are posted
by the first group, referred to as "braggers,"” on their
own Twitter profiles. These tweets are then
accessible on the feeds of their followers, but only
their followers can see them; their contacts are not
privy to them. Without publishing the content on the
Twitter website, individuals get direct spam
messages from the second type, known as
"whisperers." According to Krishnamurthy et al.
(2008), there are several categories of human-owned
accounts.

These include:

(1)Evangelists who approach other users to gain new
followers;

(2)Acquaintances whose number of followers and
followees is typically similar;

(3)Miscreants represented by spammers or stalkers;
and

newspapers or radio stations whose number of
followers exceeds the number of followees.

Model Definition

Upon reviewing previous research on Twitter actor
classifications, we were unable to locate a
classification that was described in a single
document that could be used as the foundation for a
simulated agent-based Twitter network with a range
of both malevolent and lawful actors. The intricacy
of a Twitter network including both malevolent and
lawful entities was not taken into account by
previous taxonomies of Twitter actors. Previous
studies have corroborated general conclusions, and
when one examines the actions of the recognized
actors, comparable trends from previous taxonomies
become apparent. As a result, we choose to integrate
the results of multiple previous classifications into
the simulated agent-based model while creating the
ABM simulation. We employ Hevner et al. (2004)'s
design science research technique and suggest an
artifact in the

Twitter Agents and Relations between Them

Having failed to locate a single category in the
previous literature that would fully characterize our
agent-based model, we combined previous research
on Twitter agent kinds. In accordance with Bessi &
Ferrara (2016), we deduced that 15% of all accounts
are made up of bots, while the remaining 85% of the
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agents were given human accounts. Following the
Varol et al. (2017) classification, we created basic
bot agents that retweet other simple bot agents and
sophisticated bot agents that concentrate on
retweeting human agents in order to describe bot-
type agents in the agent-based model.

Our assumption was that 60% of the designated bot
accounts have fewer followers than followees, in
accordance with Chu et al. (2012)'s findings. We
estimated that, of the 40% of bots that are still in
existence, half of them have an equal number of
followers and followees, while the other half have

more followers than followees. Regarding valid
accounts, we defined the agents based on research
presented in the publications by Tinati et al. (2012)
and Krishnamurthy et al. (2008). Five categories of
authorized agents were established: (1) "influential
users,” (2) "broadcasters,” (3) "amplifiers,” 40% of
the total simulated population was made up of (4)
"commentators” and (5) "viewers" (Echeverria
&Zhou, 2017). The sets of traits of the agents that
were used to populate the simulated agent-based
model are shown in Table 3.

week; retweets other simple bot agents (Varol
etal.,2017);over50%ofpopulatedcontentisrelatedto
Retweeting activities(Bessi&Ferrara,2016)

Agent % Characteristics J veets Retweets
perday perday
Simple bot(SIM)| 9  |No. of followees> no. of followers; posts more than 1600tweets/ 5-50 15-150

Agentswithsimilarbehaviorpatterns:‘highactivitybot’
(Freitasetal.,2015),“bot’(Chuetal.,2012),‘short-
livedbot’(Abokhodairetal.,2015)

Sophisticated 6

Postsonaverage4tweetsadayandlessthan70tweets/week, usually not  |0-5 1-10

own tweets (Tinatiet al., 2012)
Agents with similar behavior

patterns:‘informationconsumer’(Varoletal.,2014), curator’(Tinatietal.

bot(SMT) more than 2 tweets a day (Lee etal, 2011); high retweet levels of
human-generated content(Varolet al.,2017)
Agents with similar behavior patterns:‘low activity bot’
(Freitas et al., 2015), ‘long-lived bot’ (Abokhodair et al.,2015)
Influentialuser | 0.05 |Generates popular tweets and receives high numbers of retweets 0-5 0-3
(INF) (Varol et al.,2014)

/Agents with similar behavior
patterns:‘ideastarter’(Tinatietal.,2012), ‘evangelist’(Chaetal.,2012)

Broadcaster(BR| 0.95 |Accountsrunbynewspapers,radiostations,etc.;no.offollowees<no.offol5-15 1-10

D) lowers(Krishnamurthyetal.,2008)

/Agents with similar behavior patterns: mass media user’(Chaet
al.,2012)

Amplifier(AMP)| 14 |Shares others ideas; more likely to retweet others’ideas than post 0-5 2-20

murthyet al.,2008)

followers and followees ; most active users tweet 10 -200 times/
week; usually retweet others’ tweets(Xu& Yang, 2012)
/Agents with similar behavior patterns:* acquaintance’(Krishna

,2012)
Commentator(C| 30 [Ordinary human-owned accounts; number of followees =number of |0-2 0-5
OM) followers (Krishnamurthy et al., 2008); usuallyhas 100 - 3000

Viewer(USR) 40

Zhou,2017)

al. 2012)

Takes passive interest in conversations on Twitter 0 0
(Tinatietal.,2012);does not post any tweets or retweets (Echeverria &

/Agents with similar behavior patterns: ‘grassroots user’(Chaet

Table3.Defined sets of characteristics for simulated network agents
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RESULTS

The agent ecosystem,(2) behavioral guidelines
derived from previous research for each agent as
specified in Table 3, and (3) the communication
mechanism (such as tweets, likes, and retweets)
make up the agent-based model of the Twitter
network. Using the five human user types—
"amplifier,"” "broadcaster," ""commentator,”
"influential user,” and "viewer"—a basic agent-
based model has been constructed (in Python) along
with two bots—"simple" and "sophisticated.” The

tweet/retweet rates are parameterized in conjunction
with other criteria influencing the behaviors of
individual agents, and the percentages presented in
Table 3 serve as a reference for filling the entire
agentecosystem.Utilizing the assessment metrics
"tweet frequency"” and "total retweet count” listed in
Table 4, we were able to characterize the properties
of the produced groups of agents. We have not yet
implemented or evaluated the "Klout score™ or the
""account reputation metric" as part of this study.

Metric Source

Formula

Tweet frequency Dickersonetal.,2014

The average number of tweets generated by an account ona
daily basis

Total retweet count [Chaetal.,2010

Total number of retweets all tweets received(Chaetal.,2010)

Klout score Zhang et How frequently is the account retweeted

al.,2016
Account Chuetal., Follower count/(follower count + following count)
reputation 2012

To provide some descriptive data, a tiny simulation
is conducted with 100 agents for 100 ticks, or
simulated days, for illustrative purposes. Figure 1
displays the tweet and retweet rates for each type of
agent, with corresponding data found in Table 4.
(Note that Figure 1 does not include the "simple bot"
because the tweet/retweet rates are significantly
greater (see to Table 4).There is just one agent that
represents a “"broadcaster” (BRD) and “influential
user" (INF) because to the limited ecosystem (100
agents). These are the uncommon professional

tweets

INF BRD AMP coM SMT USR

media types and celebrities. The following agents are
also displayed in the simulated network: a group of
14 agents called "amplifier" (AMP), 30 agents called
"commentator” (COM), 9 agents representing
"simple bot" (SIM), and 6 agents representing
"sophisticated bots" (SMT). There are 39 agents in
the base User (USR) type, which is an agent class
variation of the Commentator (COM). Each agent
has a distinct rate of tweets and retweets because
everyday activities are generated randomly, tick by
tick.

20.0

17.5

15.0 1

12.5 1

retwests

0.0 A

INF

10.0 1
751
501
—
BRD AMP COM ST USR

kind kind
Figurel.Tweet (left) and retweet right) rates (perday) for the agent ecosystem, except Simple Bot with much higher rates.
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KindofAg [Number Tweets Minimum  |[Maximum |Retweetsper |Maximum  [Minimum
ent ofAgentsinthem perDay:Mean Day:Mean
odel

AMP 14 2.46 1.84 2.96 8.47 19.04 1.08

BRD 1 9.16 0.16 0.16 6.26 6.26 6.26
COM 30 1.47 1.28 1.76 4.10 11.04 0.00

INF 1 2.82 2.82 2.82 0.00 0.00 0.00

SIM 9 25.53 25.26 27.64 15.29 45.70 0.00

SMT 6 2.44 2.34 2.54 5.56 8.12 1.98

USR 39 L0l 0.96 1.10 2.04 3.94 0.60

Table5.Tweet and retweet rates by agent types.

A social media network is built and recorded during
the simulation (using the graph-based NetworkX
Python tool). Figure 2 displays the final network for
this 100-agent simulation as well as a close-up of the
"influential user” (INF) agent and its network. The
names of the various agent kinds consist of an
integer and a variety of three-character metasyntactic
variables (such "Foo"). The relationships shown
below define the edges, which dictate the routes by
which messages spread.

Figure2. Social media network depicting the simulation
with 100 agents (left),

A zoom in on Foo0, an‘ influential user’agentwithacircle of
followers (right).

DiscussionandNextSteps

This paper is a further development in our extensive
and continuous research on the effects of fraudulent
accounts on social media platforms. Next, we intend
to examine the effects of certain previous policy
implementations on simulated harmful behaviors
using the agent-based model described in this

research. We intend to create scenarios that
demonstrate how the implementation of policies on
social media platforms might aid in the reduction of
malicious conduct using an agent-based model. The
following research issue will be the main focus of
this paper's extension: Is it possible to use agent-
based modeling and simulation to effectively assess
different policy options? Subsequent investigations
will employ social media regulations in hypothetical
situations by drawing from previously recorded
instances of disruptive conduct on social media. The
effects of introducing the specified policies on the
actions of the simulated agents will then be
examined. As the foundation for the network
interventions process, we intend to use the diffusion
of innovations theory to support our future study
(Valente, 2012).

Based on the diffusion of innovations theory
(Rogers, 2003), we intend to create and implement
network interventions (Valente, 2012) when
evaluating policy scenarios of malevolent accounts
on a simulated agent-based model of a social
network. "Use social networks or social network
data to generate social influence, accelerate behavior
change, improve performance, and/or achieve
desirable outcomes among individuals, communities,
organizations, or populations,” according to Valente
(2012), is the stated purpose of network
interventions. In order to prevent harmful user
behaviors on social media platforms or to encourage
positive behaviors among social media users, Aral
(2012) advised applying network interventions in a
social media setting. Two categories of actions were
established by Lazer et al. (2018) and can be applied
to stop the spread of false information. Initially, it is
suggested that the social network's structure be
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altered to shield users from bogus news. Second, the
intervention suggests giving users the ability to
assess the veracity of news on social media by
giving them the tools to do so. As part of a network
interventions strategy, Harris et al. (2014) suggested
node removal in the Twitter network to address the
malicious effects of astroturfing. The upgraded
agent-based models and simulation will be used to
study the above-mentioned sorts of interventions.
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