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ABSTRACT

Cloud computing and enterprises with various
capabilities to store and process their data in third
party data centers .Cloud computing security or
more simply cloud security is an evolving sub
domain of computer security, network security and
more widely information security. It refers to
several set of policies, technologies and controls
deployed to protect data applications and the
related infrastructure of cloud computing. In this
papers we discuss security issues for cloud
computing contain storage security network
security and data security and secure virtualization.

Keywords- cloud computing, cloud security,
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1. INTRODUCTION: - Today developments in
the field of cloud computing have immensely
changed the way of computing as well as the
concept of computing resources. In cloud
computing infrastructure the resources are normally
in someone else or network and accessed remotely
by the cloud users. Organizations use the cloud in a
variety of service modal (SaaS , PaaS, and laaS)
and deployment models (Private ,Public ,Hybrid
and community).In past three decade, system of
computation has changed from centralized (client-
server not web-based) to distributed systems and so
now we are getting back to the virtual
centralization (cloud computing).Location of data
and process makes the difference in the realm of
computation. On one side a single person has full
control on data and processes in his/her computer.
On the other side we have the cloud computing
where in the service and data maintenance is
provided by some seller unaware of where the
processes are running or where the data is
collected. So we can say that the client has no
control over it. The cloud computing uses the
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internet as a Form of communication media. When
we look at the security of data in the cloud
computing the seller has to provide some assurance
in service level agreements (SLA) to convince the
customer on security issues. SLA has to explain
different levels of security and their complexity
based on the services to make the customer
understand the security policies that are being
implemented.

2. CLOUD COMPUTING INFRASTUCTURE
Cloud infrastructure means to the hardware and
software components such as servers’ storage
networking and virtualization software that are
needed to support the computing requirements of a
cloud computing model.

In addition cloud infrastructure developed by a
software abstraction layer that virtualizes resources
and logically presents them to users presents them
to users through programmatic means. Cloud
infrastructure is present in each of the three cloud
computing models infrastructure as a service (laaS)
, Platform as a service (PaaS) and software as a
service (SaaS). Three models makes whats often
called cloud computing stack, PaaS as the middle
layer, SaaS as the top layer.
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Fig 1a. Cloud Computing Models
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3. AUTHENTICATION IN CLOUD- security is
the most prioritized aspect for any form of
computing.

Five major Authentication
computing Environment
*Cloud computing provides customers with highly
scalable and on demand computing resources.
NIST specified three cloud service models: SaaS,
PaaS, laas. Each service models target a specific
need if customers.

*Software as a service offers applications that were
provided by the cloud service providers and hosted
by the cloud provider.

*Platform as a service gives the hosting
environment for developers to develop and publish
their applications.

eInfrastructural as service gives the visualized
computing resources such as virtual desktop,
Virtual storage, etc.

The Wide range of cloud services and cloud service
providers is beneficial for customers who seeking a
specific computing resource it create some security
challenges to the customers who seeking different
cloud services however.

issues in cloud

1.cloud service providers request customers to store
their account information in the cloud, cloud
service providers have the access to these
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information .This shows that a privacy issue to the
privacy information of the customer.

2.when a client decide to use multiple cloud
service, the customer will have to gives his/her
password in multiple cloud the more cloud service
the customer is subscript to the more copy of the
user’s information will be. This is a security issue
for the customers and the cloud service providers.

3. Many SLAs have specified the privacy of the
sensitive information however, it is difficult for
customers to make sure the proper rules are
enforced. There is a lack of transparency in the
cloud that permit for customers to monitor their
own privacy information.

4. The multiple copies of account will lead to
multiple authentication process .for every cloud
service the customer needs to exchange his/her
authentication information. These Extra actions
may lead to an exploit of the authentication
mechanism.

5. Cloud service providers wuse different
authentication technologies for authenticating
users, this may have less impact on Saas than Paas
and laas, but it is gives a challenge to the
customers.

4, SECURITY ISSUES IN CLOUD-

Trust is viewed as measurable beliefs that utilize
experience to make trustworthy decisions. It is
initially used in social science in constructing
human beings relationship and is now an essential
substitute for making security mechanism in
distributed computing environments as trust has
many soft security attributes such as reliability,
dependability, confidence and such like. To protect
clouds traditional encryption and authorization
provide a fixed foundation. But they fail when
cooperating entities act maliciously due to scale
and temporary nature of collaborations.
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Fig 2a. Cloud Data Security Issues

Trust issues in cloud computing environments can
be classified into four sub-classes which are-

a) How to definition and evaluation trust according
to the unique attribute of cloud computing
environments.

b) How to handle malicious recommend
information. Which is very important in cloud
computing environment as trust relationship in
cloud is temporary and dynamo.

c) How to consider and provide difference security
level of service according to trust degree.

d) How to manage trust degree change with
interaction time and context and to monitor adjusts
and really reflects trust relationship dynamic
change with time and space.
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Fig 2b. Cloud Data Security Issues

5. CONCLUSION AND FUTURE WORK- TO
have physical and virtual contacts in the cloud
environment one must protect data by implement
strong encrypting techniques using secure
connections and applying data loss prevention
policies. Access control policies are to be
established and client identities are to be checked.
Data center platforms, infrastructure and client
device are to be secured by trusted computer
policies.

Future works will focus on the following topics-

a) Analyzing and evaluating privacy, security and
trust issues in cloud computing environment by a
quantifiable approach the surveying and analyzing
approach method suggested in this paper is first
step toward analyzing privacy security and trust
issues.

b) Developing a complete security privacy trust
evaluation management framework as a part of
cloud computing services to satisfy the security
demands and

c) Deploying the frame work on really cloud
computing environment.
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